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• Luxspace:  first provider of space systems, applications and services in 
Luxembourg 

• QRA Corp: QRA builds software that assists with writing better requirements 
and verifying model-based designs 

Luxspace and QRA Corp
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Cyber-Physical Systems (CPS)
Systems in which  

the physical and software components  
are deeply intertwined

4



• From the satellite domain 

• Provided by our industrial partner LuxSpace 

The SatEx case study
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• R1: The angular velocity of the satellite shall always be lower 
than 1.5 m/s 

• R4: The satellite attitude shall reach close to its target value 
within 2000 s  

The SatEx case study
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The CPS development workflow

PHASE 1:  
Modeling 
(Simulink) Model
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The CPS development workflow

PHASE 2:  
Verification

Input Outputs

Model
Requirements 

Check
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The CPS development workflow

PHASE 3:  
Coding

Model Source code
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The CPS development workflow

Modeling 
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The CPS development workflow
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Chapter 1: 

Generating Automated and Online Test 
Oracles for Simulink Models  

with Continuous and Uncertain Behaviors 
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Objectives
• O1: Test oracles should check outputs in an online mode 

• Simulink models are often compute-intensive  

• A single simulation of the satellite behavior required 1.5 h 
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Objectives

• O2: Test oracles should handle both magnitude and time 
continuous signals
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• O2: Test oracles should handle both magnitude and time 
continuous signals
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• O3: Test oracles should provide a quantitative measure of the 
degree of satisfaction or violation of a requirement 

• The error after 2000s should be lower than 2 degrees

Objectives
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Figure 2: Overview of SOCRaTes, our automated oracle gen-
eration approach.

Table 3: Uncertainty in SatEx: The values of themagnetome-
ter type and the sun sensor accuracy parameters are given
as ranges (middle column). The noise values for the magne-
tometer and sun sensor inputs are given in the right column.

Component Parameter Values Noises (S2N)
Magnetometer [60000, 140000] nT 100 · e�12 T/

p
Hz

Sun sensor 2.9 · 10�3 ± 10% 2.688 · e�6 A

Contributions.We propose Simulink Oracles for CPS Require-
menTs with uncErtainty (SOCRaTEs), an approach for generating
online oracles in the form of Simulink blocks based on CPS func-
tional requirements (Section 2). Our oracle generation approach
achieves the four objectives discussed above through the following
novel elements:

- We propose Restricted Signals First-Order Logic (RFOL), a
signal-based logic language to specify CPS requirements (Section 3).
RFOL is a restriction of Signal First Order logic [22] (SFOL) that
can capture properties of time- and magnitude-continuous signals
while enabling the generation of e�cient, online test oracles. We
de�ne a quantitative semantics for RFOL to compute a measure of
�tness for test results as oracle outputs.

-We develop a procedure to translate RFOL requirements into
automated oracles modeled in the Simulink language (Section 4).
We prove the soundness of our translation with respect to the
quantitative semantics of RFOL. Further, we demonstrate that: (1)
the generated oracles are able to identify failures as soon as they
are revealed (i.e., our oracles are online); and (2) our oracles can
handle models containing parameters with uncertain values and
signal inputs with noises by exploiting existing Simulink features.
We have implemented our automated oracle generation procedure
in a tool which is available online [1].

We apply our approach to 11 industry Simulink models from
two companies in the CPS domain [2, 5]. Our results show that
our proposed logic-based requirements language (RFOL) is su�-
ciently expressive to specify all the 98 CPS requirements in our
industrial case studies. Further, our automated translation can gen-
erate online test oracles in Simulink e�ciently, and the e�ort of
developing RFOL requirements is acceptable, showing potentials
for the practical adoption of our approach. Finally, for large and
computationally intensive industry models, our online oracles can
bring about dramatic time savings by stopping test executions long
before their completion when they �nd a failure, without imposing
a large time overhead when they run together with the model.

Structure. Section 2 outlines SOCRaTEs and its underlying as-
sumptions. Section 3 presents the Restricted Signals First-Order
Logic and its semantics. Section 4 describes our automated oracle
generation procedure. Section 5 evaluates SOCRaTEs. Section 6
presents the related work and Section 7 concludes the paper.

2 SOCRATES
Figure 2 shows an overview of SOCRaTeS (Simulink Oracles for CPS
RequiremenTs with uncErtainty), our approach to generate auto-
mated test oracles for CPS models. SOCRaTeS takes three inputs:
( 1 ) a CPS model with parameters or inputs involving uncertain-
ties, ( 2 ) a set of functional requirements for the CPS model and
( 3 ) a set of test inputs that are developed by engineers to test the
CPS model with respects to its requirements. SOCRaTeS makes the
following assumptions about its inputs:

A1. The CPS model is described in Simulink ( 1 ). Simulink is used
by more than 60% of engineers for simulation of CPS [25, 73], and is
the prevalent modeling language in the automotive domain [54, 72].
It is particularly suitable for specifying dynamic systems, is exe-
cutable and allows engineers to test their models as early as possible.

A2. Functional requirements are described in a signal logic-based
language ( 2 ). We present our requirements language in Section 3
and compare it with existing signal logic languages [22, 50]. We
evaluate expressiveness of our language in Section 5.

A3. A set of test inputs exercising requirements are provided ( 3 ).
We assume engineers have a set of test inputs for their CPS model.
The test inputs may be generated manually, randomly or based on
any test generation framework proposed in the literature [54, 72].
Our approach is agnostic to the selected test generation method.

SOCRaTeS automatically converts functional requirements into
oracles speci�ed in Simulink ( 4 ). The oracles evaluate test outputs
of the CPS model in an automated and online manner and generate
�tness values that provide engineers with a degree of satisfaction or
failure for each test input ( 5 ). Engineers can stop running a test in
the middle when SOCRaTeS concludes that the test �tness is going
to remain below a given threshold for the rest of its execution.

3 CONTEXT FORMALIZATION
In Section 3.1, we describe CPS Simulink models ( 1 ) without and
with uncertainty and their inputs ( 3 ). In Section 3.2, we present
Restricted Signals First-Order Logic (RFOL), the logic we propose
to specify CPS functional requirements ( 2 ). In Section 3.3, we
describe how oracles compute �tness values of test inputs ( 5 ).

3.1 Simulink Models
Simulink is a data-�ow-based visual language that can be executed
using Matlab and consists of blocks, ports and connections. Blocks
typically represent operations and constants, and are tagged with
ports that specify how data �ow in and out of the blocks. Connec-
tions establish data-�ows between ports.

To simulate a Simulink modelM , the simulation engine receives
signal inputs de�ned over a time domain and computes signal
outputs at successive time steps over the same time domain used
for the inputs. A time domain T = [0,b] is a non-singular bounded
interval of R. A signal is a function f : T ! R. A simulation,
denoted by H (I ,M) = O , receives a set I = {i1, i2 . . . im } of input
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• O4: Test oracles should be able to handle uncertainties in CPS 
function models  
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Table 1: Requirements for the satellite control system (SatEx) developed by LuxSpace.
ID Requirement Restricted Signal First-Order logic formula*
R1 The angular velocity of the satellite shall always be lower than 1.5m/s . 8t 2 [0, 86 400) : k Æwsat (t)k < 1.5

R2 The estimated attitude of the satellite shall be always equal to 1. 8t 2 [0, 86 400) : k Æqest imate (t)k = 1

R3 The maximum reaction torque must be equal to 0.015Nm. 8t 2 [0, 86 400) : k Ætrq(t)k  0.015

R4 The satellite attitude shall reach close to its target value within 2 000 sec (with
a deviation not more than 2 degrees) and remain close to its target value.

8t 2 [2 000, 86 400) : k Æqr eal (t) � Æqtar�et (t)k  2

R5 The satellite target attitude shall not change abruptly: for every t , the di�erence
between the current target attitude and the one at two seconds later shall not
be more than � °.

8t 2 [0, 86 400) : k Æqtar�et (t) � Æqtar�et (t + 2)k  2 ⇥ sin(�2 )

R6 The satellite shall reach close to its desired attitude (with a deviation not more
than %2) 2000 sec after it enters its normal mode (i.e., sm(t) = 1) and it has
stayed in that mode for at least 1 sec.

8t 2 [0, 86 400) : (sm(t) = 0 ^ (8t1 2 (t , t + 1] : sm(t1) = 1) !
kÆqr eal (t + 2000) � Æqest imate (t + 2000)k  0.02)

* The notation Æa indicates that a is a vector; k Æa k indicates the norm of the vector.

Table 2: Signals variables of the SatExmodel.
Var. Description Var. Description
sm Satellite mode status. Ætrq Satellite torque.

Æwsat Satellite angular velocity. Æqreal Current satellite attitude.

Æqestimate Estimated satellite attitude. Æqtarget Target satellite attitude.

(a) R4 holds 

time

(b) R4 fails (low severity)  

%2

2000 s

(c) R4 fails (high severity)

time

%2

2000 s
time

%2

2000 s

��qreal(t) � �qtarget(t)�

%3

%20

Figure 1: Three simulation outputs of our SatEx case study
model indicating the error signal kÆqreal(t)�Æqtarget(t)k. The sig-
nal in (a) passes R4 in Table 1, but those in (b) and (c) violate
R4 with low and high severity, respectively.

O1. Test oracles should check outputs in an online mode. An online
oracle (a.k.a as a monitor in the literature [23]) checks output sig-
nals as they are generated by the model under test. Provided with
an online oracle, engineers can stop model simulations as soon as
failures are identi�ed. Note that CPS Simulink models are often
computationally expensive because they have to capture physical
systems and processes using high-�delity mathematical models
with continuous behaviors. Further, CPS models have to be exe-
cuted for a large number of test cases. Also, due to the reactive
and dynamic nature of CPS models, individual test executions (i.e.,
simulations) have to run for long durations to exercise interactions
between the system and the environment over time. For example,
to simulate the satellite behavior for 24h (i.e., 86 400s), the SatEx
model has to be executed for 84 minutes (~1.5 hours) on 12-core
Intel Core i7 3.20GHz 32GB of RAM. Further, the 24h-length simu-
lation of SatEx has to be (re)run for tens or hundreds of test cases.
Therefore, online test oracles are instrumental to reduce the total
test execution time and to increase the number of executed test
cases within a given test budget time.

O2. Test oracles should be able to evaluate time and magnitude-
continuous signals. CPS model inputs and outputs are signals, i.e.,
functions over time. Signals are classi�ed based on their time-
domain into time-discrete and time-continuous, and based on their
value-range into magnitude-discrete and magnitude-continuous.

The type of input and output signals depends on the modeling
formalisms. For example, di�erential equations [58] often used in
physical modeling yield continuous signals, while �nite state au-
tomata [45] used to specify discrete-event systems generate discrete
signals. Figure 1 shows three magnitude- and time-continuous sig-
nal outputs of SatEx indicating the error in the satellite attitude,
i.e., the di�erence between the real and the target satellite atti-
tudes (k Æqr eal (t)� Æqtar�et (t)k). An e�ective CPS testing framework
should be able to handle the input and output signals of di�erent
CPS formalisms including the most generic and expressive signal
type, i.e., time-continuous and magnitude-continuous. Such testing
frameworks are then able to handle any discrete signal as well.

O3. Test oracles for CPS should provide a quantitative measure of
the degree of satisfaction or violation of a requirement. Test oracles
typically classify test results as failing and passing. The boolean
partition into “pass" and “fail", however, falls short of the practical
needs. For CPS, test oracles should assess test results in a more
nuanced way to identify among all the passing test cases, those that
are more acceptable, and among all the failing test cases, those that
reveal more severe failures. Therefore, an e�ective test oracle for
CPS should assess test results using a quantitative �tness measure.
For example, the satellite attitude error signal in Figure 1(a) satis�es
the requirement R4 in Table 1. But, signals in Figures 1(b) and
(c) violate R4 since the error signal does not remain below the
%2 threshold after 2000s. However, the failure in Figure 1(c) is
more severe than that in Figure 1(b) since the former deviates
from the threshold with a larger margin. A quantitative oracle can
di�erentiate between these failures.

O4. Test oracles should be able to handle uncertainties in CPS
function models. We consider two main recurring and common
sources of uncertainties in CPS [31, 37]: (1) Uncertainty due to
unknown hardware choices which results in model parameters
whose values are only known approximately at early design stages.
For example, in SatEx, there are uncertainties in the type of the
magnetometer and in the accuracy of the sun sensors mounted on
the satellite (see Table 3). (2) Uncertainty due to the noise in the
inputs received from the environment, particularly in the sensor
readings. This is typically captured by white noise signals applied to
the model inputs (e.g., Table 3 shows the signal-to-noise (S2N) ratios
for the magnetometer and sun sensor inputs of SatEx). Oracles for
CPS models should be able to assess outputs of models that contain
parameters with uncertain values and signal inputs with noises.

The difference among the satellite real attitude and the target 
attitude after 2000s should be not rather than 2 degrees
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O1. Test oracles should check outputs in an online mode. An online
oracle (a.k.a as a monitor in the literature [23]) checks output sig-
nals as they are generated by the model under test. Provided with
an online oracle, engineers can stop model simulations as soon as
failures are identi�ed. Note that CPS Simulink models are often
computationally expensive because they have to capture physical
systems and processes using high-�delity mathematical models
with continuous behaviors. Further, CPS models have to be exe-
cuted for a large number of test cases. Also, due to the reactive
and dynamic nature of CPS models, individual test executions (i.e.,
simulations) have to run for long durations to exercise interactions
between the system and the environment over time. For example,
to simulate the satellite behavior for 24h (i.e., 86 400s), the SatEx
model has to be executed for 84 minutes (~1.5 hours) on 12-core
Intel Core i7 3.20GHz 32GB of RAM. Further, the 24h-length simu-
lation of SatEx has to be (re)run for tens or hundreds of test cases.
Therefore, online test oracles are instrumental to reduce the total
test execution time and to increase the number of executed test
cases within a given test budget time.

O2. Test oracles should be able to evaluate time and magnitude-
continuous signals. CPS model inputs and outputs are signals, i.e.,
functions over time. Signals are classi�ed based on their time-
domain into time-discrete and time-continuous, and based on their
value-range into magnitude-discrete and magnitude-continuous.

The type of input and output signals depends on the modeling
formalisms. For example, di�erential equations [58] often used in
physical modeling yield continuous signals, while �nite state au-
tomata [45] used to specify discrete-event systems generate discrete
signals. Figure 1 shows three magnitude- and time-continuous sig-
nal outputs of SatEx indicating the error in the satellite attitude,
i.e., the di�erence between the real and the target satellite atti-
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should be able to handle the input and output signals of di�erent
CPS formalisms including the most generic and expressive signal
type, i.e., time-continuous and magnitude-continuous. Such testing
frameworks are then able to handle any discrete signal as well.

O3. Test oracles for CPS should provide a quantitative measure of
the degree of satisfaction or violation of a requirement. Test oracles
typically classify test results as failing and passing. The boolean
partition into “pass" and “fail", however, falls short of the practical
needs. For CPS, test oracles should assess test results in a more
nuanced way to identify among all the passing test cases, those that
are more acceptable, and among all the failing test cases, those that
reveal more severe failures. Therefore, an e�ective test oracle for
CPS should assess test results using a quantitative �tness measure.
For example, the satellite attitude error signal in Figure 1(a) satis�es
the requirement R4 in Table 1. But, signals in Figures 1(b) and
(c) violate R4 since the error signal does not remain below the
%2 threshold after 2000s. However, the failure in Figure 1(c) is
more severe than that in Figure 1(b) since the former deviates
from the threshold with a larger margin. A quantitative oracle can
di�erentiate between these failures.

O4. Test oracles should be able to handle uncertainties in CPS
function models. We consider two main recurring and common
sources of uncertainties in CPS [31, 37]: (1) Uncertainty due to
unknown hardware choices which results in model parameters
whose values are only known approximately at early design stages.
For example, in SatEx, there are uncertainties in the type of the
magnetometer and in the accuracy of the sun sensors mounted on
the satellite (see Table 3). (2) Uncertainty due to the noise in the
inputs received from the environment, particularly in the sensor
readings. This is typically captured by white noise signals applied to
the model inputs (e.g., Table 3 shows the signal-to-noise (S2N) ratios
for the magnetometer and sun sensor inputs of SatEx). Oracles for
CPS models should be able to assess outputs of models that contain
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an online oracle, engineers can stop model simulations as soon as
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computationally expensive because they have to capture physical
systems and processes using high-�delity mathematical models
with continuous behaviors. Further, CPS models have to be exe-
cuted for a large number of test cases. Also, due to the reactive
and dynamic nature of CPS models, individual test executions (i.e.,
simulations) have to run for long durations to exercise interactions
between the system and the environment over time. For example,
to simulate the satellite behavior for 24h (i.e., 86 400s), the SatEx
model has to be executed for 84 minutes (~1.5 hours) on 12-core
Intel Core i7 3.20GHz 32GB of RAM. Further, the 24h-length simu-
lation of SatEx has to be (re)run for tens or hundreds of test cases.
Therefore, online test oracles are instrumental to reduce the total
test execution time and to increase the number of executed test
cases within a given test budget time.

O2. Test oracles should be able to evaluate time and magnitude-
continuous signals. CPS model inputs and outputs are signals, i.e.,
functions over time. Signals are classi�ed based on their time-
domain into time-discrete and time-continuous, and based on their
value-range into magnitude-discrete and magnitude-continuous.

The type of input and output signals depends on the modeling
formalisms. For example, di�erential equations [58] often used in
physical modeling yield continuous signals, while �nite state au-
tomata [45] used to specify discrete-event systems generate discrete
signals. Figure 1 shows three magnitude- and time-continuous sig-
nal outputs of SatEx indicating the error in the satellite attitude,
i.e., the di�erence between the real and the target satellite atti-
tudes (k Æqr eal (t)� Æqtar�et (t)k). An e�ective CPS testing framework
should be able to handle the input and output signals of di�erent
CPS formalisms including the most generic and expressive signal
type, i.e., time-continuous and magnitude-continuous. Such testing
frameworks are then able to handle any discrete signal as well.

O3. Test oracles for CPS should provide a quantitative measure of
the degree of satisfaction or violation of a requirement. Test oracles
typically classify test results as failing and passing. The boolean
partition into “pass" and “fail", however, falls short of the practical
needs. For CPS, test oracles should assess test results in a more
nuanced way to identify among all the passing test cases, those that
are more acceptable, and among all the failing test cases, those that
reveal more severe failures. Therefore, an e�ective test oracle for
CPS should assess test results using a quantitative �tness measure.
For example, the satellite attitude error signal in Figure 1(a) satis�es
the requirement R4 in Table 1. But, signals in Figures 1(b) and
(c) violate R4 since the error signal does not remain below the
%2 threshold after 2000s. However, the failure in Figure 1(c) is
more severe than that in Figure 1(b) since the former deviates
from the threshold with a larger margin. A quantitative oracle can
di�erentiate between these failures.

O4. Test oracles should be able to handle uncertainties in CPS
function models. We consider two main recurring and common
sources of uncertainties in CPS [31, 37]: (1) Uncertainty due to
unknown hardware choices which results in model parameters
whose values are only known approximately at early design stages.
For example, in SatEx, there are uncertainties in the type of the
magnetometer and in the accuracy of the sun sensors mounted on
the satellite (see Table 3). (2) Uncertainty due to the noise in the
inputs received from the environment, particularly in the sensor
readings. This is typically captured by white noise signals applied to
the model inputs (e.g., Table 3 shows the signal-to-noise (S2N) ratios
for the magnetometer and sun sensor inputs of SatEx). Oracles for
CPS models should be able to assess outputs of models that contain
parameters with uncertain values and signal inputs with noises.
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Table 1: Requirements for the satellite control system (SatEx) developed by LuxSpace.
ID Requirement Restricted Signal First-Order logic formula*
R1 The angular velocity of the satellite shall always be lower than 1.5m/s . 8t 2 [0, 86 400) : k Æwsat (t)k < 1.5

R2 The estimated attitude of the satellite shall be always equal to 1. 8t 2 [0, 86 400) : k Æqest imate (t)k = 1

R3 The maximum reaction torque must be equal to 0.015Nm. 8t 2 [0, 86 400) : k Ætrq(t)k  0.015

R4 The satellite attitude shall reach close to its target value within 2 000 sec (with
a deviation not more than 2 degrees) and remain close to its target value.

8t 2 [2 000, 86 400) : k Æqr eal (t) � Æqtar�et (t)k  2

R5 The satellite target attitude shall not change abruptly: for every t , the di�erence
between the current target attitude and the one at two seconds later shall not
be more than � °.

8t 2 [0, 86 400) : k Æqtar�et (t) � Æqtar�et (t + 2)k  2 ⇥ sin(�2 )

R6 The satellite shall reach close to its desired attitude (with a deviation not more
than %2) 2000 sec after it enters its normal mode (i.e., sm(t) = 1) and it has
stayed in that mode for at least 1 sec.

8t 2 [0, 86 400) : (sm(t) = 0 ^ (8t1 2 (t , t + 1] : sm(t1) = 1) !
kÆqr eal (t + 2000) � Æqest imate (t + 2000)k  0.02)

* The notation Æa indicates that a is a vector; k Æa k indicates the norm of the vector.

Table 2: Signals variables of the SatExmodel.
Var. Description Var. Description
sm Satellite mode status. Ætrq Satellite torque.

Æwsat Satellite angular velocity. Æqreal Current satellite attitude.

Æqestimate Estimated satellite attitude. Æqtarget Target satellite attitude.
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Figure 1: Three simulation outputs of our SatEx case study
model indicating the error signal kÆqreal(t)�Æqtarget(t)k. The sig-
nal in (a) passes R4 in Table 1, but those in (b) and (c) violate
R4 with low and high severity, respectively.

O1. Test oracles should check outputs in an online mode. An online
oracle (a.k.a as a monitor in the literature [23]) checks output sig-
nals as they are generated by the model under test. Provided with
an online oracle, engineers can stop model simulations as soon as
failures are identi�ed. Note that CPS Simulink models are often
computationally expensive because they have to capture physical
systems and processes using high-�delity mathematical models
with continuous behaviors. Further, CPS models have to be exe-
cuted for a large number of test cases. Also, due to the reactive
and dynamic nature of CPS models, individual test executions (i.e.,
simulations) have to run for long durations to exercise interactions
between the system and the environment over time. For example,
to simulate the satellite behavior for 24h (i.e., 86 400s), the SatEx
model has to be executed for 84 minutes (~1.5 hours) on 12-core
Intel Core i7 3.20GHz 32GB of RAM. Further, the 24h-length simu-
lation of SatEx has to be (re)run for tens or hundreds of test cases.
Therefore, online test oracles are instrumental to reduce the total
test execution time and to increase the number of executed test
cases within a given test budget time.

O2. Test oracles should be able to evaluate time and magnitude-
continuous signals. CPS model inputs and outputs are signals, i.e.,
functions over time. Signals are classi�ed based on their time-
domain into time-discrete and time-continuous, and based on their
value-range into magnitude-discrete and magnitude-continuous.

The type of input and output signals depends on the modeling
formalisms. For example, di�erential equations [58] often used in
physical modeling yield continuous signals, while �nite state au-
tomata [45] used to specify discrete-event systems generate discrete
signals. Figure 1 shows three magnitude- and time-continuous sig-
nal outputs of SatEx indicating the error in the satellite attitude,
i.e., the di�erence between the real and the target satellite atti-
tudes (k Æqr eal (t)� Æqtar�et (t)k). An e�ective CPS testing framework
should be able to handle the input and output signals of di�erent
CPS formalisms including the most generic and expressive signal
type, i.e., time-continuous and magnitude-continuous. Such testing
frameworks are then able to handle any discrete signal as well.

O3. Test oracles for CPS should provide a quantitative measure of
the degree of satisfaction or violation of a requirement. Test oracles
typically classify test results as failing and passing. The boolean
partition into “pass" and “fail", however, falls short of the practical
needs. For CPS, test oracles should assess test results in a more
nuanced way to identify among all the passing test cases, those that
are more acceptable, and among all the failing test cases, those that
reveal more severe failures. Therefore, an e�ective test oracle for
CPS should assess test results using a quantitative �tness measure.
For example, the satellite attitude error signal in Figure 1(a) satis�es
the requirement R4 in Table 1. But, signals in Figures 1(b) and
(c) violate R4 since the error signal does not remain below the
%2 threshold after 2000s. However, the failure in Figure 1(c) is
more severe than that in Figure 1(b) since the former deviates
from the threshold with a larger margin. A quantitative oracle can
di�erentiate between these failures.

O4. Test oracles should be able to handle uncertainties in CPS
function models. We consider two main recurring and common
sources of uncertainties in CPS [31, 37]: (1) Uncertainty due to
unknown hardware choices which results in model parameters
whose values are only known approximately at early design stages.
For example, in SatEx, there are uncertainties in the type of the
magnetometer and in the accuracy of the sun sensors mounted on
the satellite (see Table 3). (2) Uncertainty due to the noise in the
inputs received from the environment, particularly in the sensor
readings. This is typically captured by white noise signals applied to
the model inputs (e.g., Table 3 shows the signal-to-noise (S2N) ratios
for the magnetometer and sun sensor inputs of SatEx). Oracles for
CPS models should be able to assess outputs of models that contain
parameters with uncertain values and signal inputs with noises.
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model indicating the error signal kÆqreal(t)�Æqtarget(t)k. The sig-
nal in (a) passes R4 in Table 1, but those in (b) and (c) violate
R4 with low and high severity, respectively.

O1. Test oracles should check outputs in an online mode. An online
oracle (a.k.a as a monitor in the literature [23]) checks output sig-
nals as they are generated by the model under test. Provided with
an online oracle, engineers can stop model simulations as soon as
failures are identi�ed. Note that CPS Simulink models are often
computationally expensive because they have to capture physical
systems and processes using high-�delity mathematical models
with continuous behaviors. Further, CPS models have to be exe-
cuted for a large number of test cases. Also, due to the reactive
and dynamic nature of CPS models, individual test executions (i.e.,
simulations) have to run for long durations to exercise interactions
between the system and the environment over time. For example,
to simulate the satellite behavior for 24h (i.e., 86 400s), the SatEx
model has to be executed for 84 minutes (~1.5 hours) on 12-core
Intel Core i7 3.20GHz 32GB of RAM. Further, the 24h-length simu-
lation of SatEx has to be (re)run for tens or hundreds of test cases.
Therefore, online test oracles are instrumental to reduce the total
test execution time and to increase the number of executed test
cases within a given test budget time.

O2. Test oracles should be able to evaluate time and magnitude-
continuous signals. CPS model inputs and outputs are signals, i.e.,
functions over time. Signals are classi�ed based on their time-
domain into time-discrete and time-continuous, and based on their
value-range into magnitude-discrete and magnitude-continuous.

The type of input and output signals depends on the modeling
formalisms. For example, di�erential equations [58] often used in
physical modeling yield continuous signals, while �nite state au-
tomata [45] used to specify discrete-event systems generate discrete
signals. Figure 1 shows three magnitude- and time-continuous sig-
nal outputs of SatEx indicating the error in the satellite attitude,
i.e., the di�erence between the real and the target satellite atti-
tudes (k Æqr eal (t)� Æqtar�et (t)k). An e�ective CPS testing framework
should be able to handle the input and output signals of di�erent
CPS formalisms including the most generic and expressive signal
type, i.e., time-continuous and magnitude-continuous. Such testing
frameworks are then able to handle any discrete signal as well.

O3. Test oracles for CPS should provide a quantitative measure of
the degree of satisfaction or violation of a requirement. Test oracles
typically classify test results as failing and passing. The boolean
partition into “pass" and “fail", however, falls short of the practical
needs. For CPS, test oracles should assess test results in a more
nuanced way to identify among all the passing test cases, those that
are more acceptable, and among all the failing test cases, those that
reveal more severe failures. Therefore, an e�ective test oracle for
CPS should assess test results using a quantitative �tness measure.
For example, the satellite attitude error signal in Figure 1(a) satis�es
the requirement R4 in Table 1. But, signals in Figures 1(b) and
(c) violate R4 since the error signal does not remain below the
%2 threshold after 2000s. However, the failure in Figure 1(c) is
more severe than that in Figure 1(b) since the former deviates
from the threshold with a larger margin. A quantitative oracle can
di�erentiate between these failures.

O4. Test oracles should be able to handle uncertainties in CPS
function models. We consider two main recurring and common
sources of uncertainties in CPS [31, 37]: (1) Uncertainty due to
unknown hardware choices which results in model parameters
whose values are only known approximately at early design stages.
For example, in SatEx, there are uncertainties in the type of the
magnetometer and in the accuracy of the sun sensors mounted on
the satellite (see Table 3). (2) Uncertainty due to the noise in the
inputs received from the environment, particularly in the sensor
readings. This is typically captured by white noise signals applied to
the model inputs (e.g., Table 3 shows the signal-to-noise (S2N) ratios
for the magnetometer and sun sensor inputs of SatEx). Oracles for
CPS models should be able to assess outputs of models that contain
parameters with uncertain values and signal inputs with noises.
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nal in (a) passes R4 in Table 1, but those in (b) and (c) violate
R4 with low and high severity, respectively.

O1. Test oracles should check outputs in an online mode. An online
oracle (a.k.a as a monitor in the literature [23]) checks output sig-
nals as they are generated by the model under test. Provided with
an online oracle, engineers can stop model simulations as soon as
failures are identi�ed. Note that CPS Simulink models are often
computationally expensive because they have to capture physical
systems and processes using high-�delity mathematical models
with continuous behaviors. Further, CPS models have to be exe-
cuted for a large number of test cases. Also, due to the reactive
and dynamic nature of CPS models, individual test executions (i.e.,
simulations) have to run for long durations to exercise interactions
between the system and the environment over time. For example,
to simulate the satellite behavior for 24h (i.e., 86 400s), the SatEx
model has to be executed for 84 minutes (~1.5 hours) on 12-core
Intel Core i7 3.20GHz 32GB of RAM. Further, the 24h-length simu-
lation of SatEx has to be (re)run for tens or hundreds of test cases.
Therefore, online test oracles are instrumental to reduce the total
test execution time and to increase the number of executed test
cases within a given test budget time.

O2. Test oracles should be able to evaluate time and magnitude-
continuous signals. CPS model inputs and outputs are signals, i.e.,
functions over time. Signals are classi�ed based on their time-
domain into time-discrete and time-continuous, and based on their
value-range into magnitude-discrete and magnitude-continuous.

The type of input and output signals depends on the modeling
formalisms. For example, di�erential equations [58] often used in
physical modeling yield continuous signals, while �nite state au-
tomata [45] used to specify discrete-event systems generate discrete
signals. Figure 1 shows three magnitude- and time-continuous sig-
nal outputs of SatEx indicating the error in the satellite attitude,
i.e., the di�erence between the real and the target satellite atti-
tudes (k Æqr eal (t)� Æqtar�et (t)k). An e�ective CPS testing framework
should be able to handle the input and output signals of di�erent
CPS formalisms including the most generic and expressive signal
type, i.e., time-continuous and magnitude-continuous. Such testing
frameworks are then able to handle any discrete signal as well.

O3. Test oracles for CPS should provide a quantitative measure of
the degree of satisfaction or violation of a requirement. Test oracles
typically classify test results as failing and passing. The boolean
partition into “pass" and “fail", however, falls short of the practical
needs. For CPS, test oracles should assess test results in a more
nuanced way to identify among all the passing test cases, those that
are more acceptable, and among all the failing test cases, those that
reveal more severe failures. Therefore, an e�ective test oracle for
CPS should assess test results using a quantitative �tness measure.
For example, the satellite attitude error signal in Figure 1(a) satis�es
the requirement R4 in Table 1. But, signals in Figures 1(b) and
(c) violate R4 since the error signal does not remain below the
%2 threshold after 2000s. However, the failure in Figure 1(c) is
more severe than that in Figure 1(b) since the former deviates
from the threshold with a larger margin. A quantitative oracle can
di�erentiate between these failures.

O4. Test oracles should be able to handle uncertainties in CPS
function models. We consider two main recurring and common
sources of uncertainties in CPS [31, 37]: (1) Uncertainty due to
unknown hardware choices which results in model parameters
whose values are only known approximately at early design stages.
For example, in SatEx, there are uncertainties in the type of the
magnetometer and in the accuracy of the sun sensors mounted on
the satellite (see Table 3). (2) Uncertainty due to the noise in the
inputs received from the environment, particularly in the sensor
readings. This is typically captured by white noise signals applied to
the model inputs (e.g., Table 3 shows the signal-to-noise (S2N) ratios
for the magnetometer and sun sensor inputs of SatEx). Oracles for
CPS models should be able to assess outputs of models that contain
parameters with uncertain values and signal inputs with noises.
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O1. Test oracles should check outputs in an online mode. An online
oracle (a.k.a as a monitor in the literature [23]) checks output sig-
nals as they are generated by the model under test. Provided with
an online oracle, engineers can stop model simulations as soon as
failures are identi�ed. Note that CPS Simulink models are often
computationally expensive because they have to capture physical
systems and processes using high-�delity mathematical models
with continuous behaviors. Further, CPS models have to be exe-
cuted for a large number of test cases. Also, due to the reactive
and dynamic nature of CPS models, individual test executions (i.e.,
simulations) have to run for long durations to exercise interactions
between the system and the environment over time. For example,
to simulate the satellite behavior for 24h (i.e., 86 400s), the SatEx
model has to be executed for 84 minutes (~1.5 hours) on 12-core
Intel Core i7 3.20GHz 32GB of RAM. Further, the 24h-length simu-
lation of SatEx has to be (re)run for tens or hundreds of test cases.
Therefore, online test oracles are instrumental to reduce the total
test execution time and to increase the number of executed test
cases within a given test budget time.

O2. Test oracles should be able to evaluate time and magnitude-
continuous signals. CPS model inputs and outputs are signals, i.e.,
functions over time. Signals are classi�ed based on their time-
domain into time-discrete and time-continuous, and based on their
value-range into magnitude-discrete and magnitude-continuous.

The type of input and output signals depends on the modeling
formalisms. For example, di�erential equations [58] often used in
physical modeling yield continuous signals, while �nite state au-
tomata [45] used to specify discrete-event systems generate discrete
signals. Figure 1 shows three magnitude- and time-continuous sig-
nal outputs of SatEx indicating the error in the satellite attitude,
i.e., the di�erence between the real and the target satellite atti-
tudes (k Æqr eal (t)� Æqtar�et (t)k). An e�ective CPS testing framework
should be able to handle the input and output signals of di�erent
CPS formalisms including the most generic and expressive signal
type, i.e., time-continuous and magnitude-continuous. Such testing
frameworks are then able to handle any discrete signal as well.

O3. Test oracles for CPS should provide a quantitative measure of
the degree of satisfaction or violation of a requirement. Test oracles
typically classify test results as failing and passing. The boolean
partition into “pass" and “fail", however, falls short of the practical
needs. For CPS, test oracles should assess test results in a more
nuanced way to identify among all the passing test cases, those that
are more acceptable, and among all the failing test cases, those that
reveal more severe failures. Therefore, an e�ective test oracle for
CPS should assess test results using a quantitative �tness measure.
For example, the satellite attitude error signal in Figure 1(a) satis�es
the requirement R4 in Table 1. But, signals in Figures 1(b) and
(c) violate R4 since the error signal does not remain below the
%2 threshold after 2000s. However, the failure in Figure 1(c) is
more severe than that in Figure 1(b) since the former deviates
from the threshold with a larger margin. A quantitative oracle can
di�erentiate between these failures.

O4. Test oracles should be able to handle uncertainties in CPS
function models. We consider two main recurring and common
sources of uncertainties in CPS [31, 37]: (1) Uncertainty due to
unknown hardware choices which results in model parameters
whose values are only known approximately at early design stages.
For example, in SatEx, there are uncertainties in the type of the
magnetometer and in the accuracy of the sun sensors mounted on
the satellite (see Table 3). (2) Uncertainty due to the noise in the
inputs received from the environment, particularly in the sensor
readings. This is typically captured by white noise signals applied to
the model inputs (e.g., Table 3 shows the signal-to-noise (S2N) ratios
for the magnetometer and sun sensor inputs of SatEx). Oracles for
CPS models should be able to assess outputs of models that contain
parameters with uncertain values and signal inputs with noises.
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Table 1: Requirements for the satellite control system (SatEx) developed by LuxSpace.
ID Requirement Restricted Signal First-Order logic formula*
R1 The angular velocity of the satellite shall always be lower than 1.5m/s . 8t 2 [0, 86 400) : k Æwsat (t)k < 1.5

R2 The estimated attitude of the satellite shall be always equal to 1. 8t 2 [0, 86 400) : k Æqest imate (t)k = 1

R3 The maximum reaction torque must be equal to 0.015Nm. 8t 2 [0, 86 400) : k Ætrq(t)k  0.015

R4 The satellite attitude shall reach close to its target value within 2 000 sec (with
a deviation not more than 2 degrees) and remain close to its target value.

8t 2 [2 000, 86 400) : k Æqr eal (t) � Æqtar�et (t)k  2

R5 The satellite target attitude shall not change abruptly: for every t , the di�erence
between the current target attitude and the one at two seconds later shall not
be more than � °.

8t 2 [0, 86 400) : k Æqtar�et (t) � Æqtar�et (t + 2)k  2 ⇥ sin(�2 )

R6 The satellite shall reach close to its desired attitude (with a deviation not more
than %2) 2000 sec after it enters its normal mode (i.e., sm(t) = 1) and it has
stayed in that mode for at least 1 sec.

8t 2 [0, 86 400) : (sm(t) = 0 ^ (8t1 2 (t , t + 1] : sm(t1) = 1) !
kÆqr eal (t + 2000) � Æqest imate (t + 2000)k  0.02)

* The notation Æa indicates that a is a vector; k Æa k indicates the norm of the vector.

Table 2: Signals variables of the SatExmodel.
Var. Description Var. Description
sm Satellite mode status. Ætrq Satellite torque.

Æwsat Satellite angular velocity. Æqreal Current satellite attitude.

Æqestimate Estimated satellite attitude. Æqtarget Target satellite attitude.
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Figure 1: Three simulation outputs of our SatEx case study
model indicating the error signal kÆqreal(t)�Æqtarget(t)k. The sig-
nal in (a) passes R4 in Table 1, but those in (b) and (c) violate
R4 with low and high severity, respectively.

O1. Test oracles should check outputs in an online mode. An online
oracle (a.k.a as a monitor in the literature [23]) checks output sig-
nals as they are generated by the model under test. Provided with
an online oracle, engineers can stop model simulations as soon as
failures are identi�ed. Note that CPS Simulink models are often
computationally expensive because they have to capture physical
systems and processes using high-�delity mathematical models
with continuous behaviors. Further, CPS models have to be exe-
cuted for a large number of test cases. Also, due to the reactive
and dynamic nature of CPS models, individual test executions (i.e.,
simulations) have to run for long durations to exercise interactions
between the system and the environment over time. For example,
to simulate the satellite behavior for 24h (i.e., 86 400s), the SatEx
model has to be executed for 84 minutes (~1.5 hours) on 12-core
Intel Core i7 3.20GHz 32GB of RAM. Further, the 24h-length simu-
lation of SatEx has to be (re)run for tens or hundreds of test cases.
Therefore, online test oracles are instrumental to reduce the total
test execution time and to increase the number of executed test
cases within a given test budget time.

O2. Test oracles should be able to evaluate time and magnitude-
continuous signals. CPS model inputs and outputs are signals, i.e.,
functions over time. Signals are classi�ed based on their time-
domain into time-discrete and time-continuous, and based on their
value-range into magnitude-discrete and magnitude-continuous.

The type of input and output signals depends on the modeling
formalisms. For example, di�erential equations [58] often used in
physical modeling yield continuous signals, while �nite state au-
tomata [45] used to specify discrete-event systems generate discrete
signals. Figure 1 shows three magnitude- and time-continuous sig-
nal outputs of SatEx indicating the error in the satellite attitude,
i.e., the di�erence between the real and the target satellite atti-
tudes (k Æqr eal (t)� Æqtar�et (t)k). An e�ective CPS testing framework
should be able to handle the input and output signals of di�erent
CPS formalisms including the most generic and expressive signal
type, i.e., time-continuous and magnitude-continuous. Such testing
frameworks are then able to handle any discrete signal as well.

O3. Test oracles for CPS should provide a quantitative measure of
the degree of satisfaction or violation of a requirement. Test oracles
typically classify test results as failing and passing. The boolean
partition into “pass" and “fail", however, falls short of the practical
needs. For CPS, test oracles should assess test results in a more
nuanced way to identify among all the passing test cases, those that
are more acceptable, and among all the failing test cases, those that
reveal more severe failures. Therefore, an e�ective test oracle for
CPS should assess test results using a quantitative �tness measure.
For example, the satellite attitude error signal in Figure 1(a) satis�es
the requirement R4 in Table 1. But, signals in Figures 1(b) and
(c) violate R4 since the error signal does not remain below the
%2 threshold after 2000s. However, the failure in Figure 1(c) is
more severe than that in Figure 1(b) since the former deviates
from the threshold with a larger margin. A quantitative oracle can
di�erentiate between these failures.

O4. Test oracles should be able to handle uncertainties in CPS
function models. We consider two main recurring and common
sources of uncertainties in CPS [31, 37]: (1) Uncertainty due to
unknown hardware choices which results in model parameters
whose values are only known approximately at early design stages.
For example, in SatEx, there are uncertainties in the type of the
magnetometer and in the accuracy of the sun sensors mounted on
the satellite (see Table 3). (2) Uncertainty due to the noise in the
inputs received from the environment, particularly in the sensor
readings. This is typically captured by white noise signals applied to
the model inputs (e.g., Table 3 shows the signal-to-noise (S2N) ratios
for the magnetometer and sun sensor inputs of SatEx). Oracles for
CPS models should be able to assess outputs of models that contain
parameters with uncertain values and signal inputs with noises.
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nal in (a) passes R4 in Table 1, but those in (b) and (c) violate
R4 with low and high severity, respectively.

O1. Test oracles should check outputs in an online mode. An online
oracle (a.k.a as a monitor in the literature [23]) checks output sig-
nals as they are generated by the model under test. Provided with
an online oracle, engineers can stop model simulations as soon as
failures are identi�ed. Note that CPS Simulink models are often
computationally expensive because they have to capture physical
systems and processes using high-�delity mathematical models
with continuous behaviors. Further, CPS models have to be exe-
cuted for a large number of test cases. Also, due to the reactive
and dynamic nature of CPS models, individual test executions (i.e.,
simulations) have to run for long durations to exercise interactions
between the system and the environment over time. For example,
to simulate the satellite behavior for 24h (i.e., 86 400s), the SatEx
model has to be executed for 84 minutes (~1.5 hours) on 12-core
Intel Core i7 3.20GHz 32GB of RAM. Further, the 24h-length simu-
lation of SatEx has to be (re)run for tens or hundreds of test cases.
Therefore, online test oracles are instrumental to reduce the total
test execution time and to increase the number of executed test
cases within a given test budget time.

O2. Test oracles should be able to evaluate time and magnitude-
continuous signals. CPS model inputs and outputs are signals, i.e.,
functions over time. Signals are classi�ed based on their time-
domain into time-discrete and time-continuous, and based on their
value-range into magnitude-discrete and magnitude-continuous.

The type of input and output signals depends on the modeling
formalisms. For example, di�erential equations [58] often used in
physical modeling yield continuous signals, while �nite state au-
tomata [45] used to specify discrete-event systems generate discrete
signals. Figure 1 shows three magnitude- and time-continuous sig-
nal outputs of SatEx indicating the error in the satellite attitude,
i.e., the di�erence between the real and the target satellite atti-
tudes (k Æqr eal (t)� Æqtar�et (t)k). An e�ective CPS testing framework
should be able to handle the input and output signals of di�erent
CPS formalisms including the most generic and expressive signal
type, i.e., time-continuous and magnitude-continuous. Such testing
frameworks are then able to handle any discrete signal as well.

O3. Test oracles for CPS should provide a quantitative measure of
the degree of satisfaction or violation of a requirement. Test oracles
typically classify test results as failing and passing. The boolean
partition into “pass" and “fail", however, falls short of the practical
needs. For CPS, test oracles should assess test results in a more
nuanced way to identify among all the passing test cases, those that
are more acceptable, and among all the failing test cases, those that
reveal more severe failures. Therefore, an e�ective test oracle for
CPS should assess test results using a quantitative �tness measure.
For example, the satellite attitude error signal in Figure 1(a) satis�es
the requirement R4 in Table 1. But, signals in Figures 1(b) and
(c) violate R4 since the error signal does not remain below the
%2 threshold after 2000s. However, the failure in Figure 1(c) is
more severe than that in Figure 1(b) since the former deviates
from the threshold with a larger margin. A quantitative oracle can
di�erentiate between these failures.

O4. Test oracles should be able to handle uncertainties in CPS
function models. We consider two main recurring and common
sources of uncertainties in CPS [31, 37]: (1) Uncertainty due to
unknown hardware choices which results in model parameters
whose values are only known approximately at early design stages.
For example, in SatEx, there are uncertainties in the type of the
magnetometer and in the accuracy of the sun sensors mounted on
the satellite (see Table 3). (2) Uncertainty due to the noise in the
inputs received from the environment, particularly in the sensor
readings. This is typically captured by white noise signals applied to
the model inputs (e.g., Table 3 shows the signal-to-noise (S2N) ratios
for the magnetometer and sun sensor inputs of SatEx). Oracles for
CPS models should be able to assess outputs of models that contain
parameters with uncertain values and signal inputs with noises.
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nal in (a) passes R4 in Table 1, but those in (b) and (c) violate
R4 with low and high severity, respectively.

O1. Test oracles should check outputs in an online mode. An online
oracle (a.k.a as a monitor in the literature [23]) checks output sig-
nals as they are generated by the model under test. Provided with
an online oracle, engineers can stop model simulations as soon as
failures are identi�ed. Note that CPS Simulink models are often
computationally expensive because they have to capture physical
systems and processes using high-�delity mathematical models
with continuous behaviors. Further, CPS models have to be exe-
cuted for a large number of test cases. Also, due to the reactive
and dynamic nature of CPS models, individual test executions (i.e.,
simulations) have to run for long durations to exercise interactions
between the system and the environment over time. For example,
to simulate the satellite behavior for 24h (i.e., 86 400s), the SatEx
model has to be executed for 84 minutes (~1.5 hours) on 12-core
Intel Core i7 3.20GHz 32GB of RAM. Further, the 24h-length simu-
lation of SatEx has to be (re)run for tens or hundreds of test cases.
Therefore, online test oracles are instrumental to reduce the total
test execution time and to increase the number of executed test
cases within a given test budget time.

O2. Test oracles should be able to evaluate time and magnitude-
continuous signals. CPS model inputs and outputs are signals, i.e.,
functions over time. Signals are classi�ed based on their time-
domain into time-discrete and time-continuous, and based on their
value-range into magnitude-discrete and magnitude-continuous.

The type of input and output signals depends on the modeling
formalisms. For example, di�erential equations [58] often used in
physical modeling yield continuous signals, while �nite state au-
tomata [45] used to specify discrete-event systems generate discrete
signals. Figure 1 shows three magnitude- and time-continuous sig-
nal outputs of SatEx indicating the error in the satellite attitude,
i.e., the di�erence between the real and the target satellite atti-
tudes (k Æqr eal (t)� Æqtar�et (t)k). An e�ective CPS testing framework
should be able to handle the input and output signals of di�erent
CPS formalisms including the most generic and expressive signal
type, i.e., time-continuous and magnitude-continuous. Such testing
frameworks are then able to handle any discrete signal as well.

O3. Test oracles for CPS should provide a quantitative measure of
the degree of satisfaction or violation of a requirement. Test oracles
typically classify test results as failing and passing. The boolean
partition into “pass" and “fail", however, falls short of the practical
needs. For CPS, test oracles should assess test results in a more
nuanced way to identify among all the passing test cases, those that
are more acceptable, and among all the failing test cases, those that
reveal more severe failures. Therefore, an e�ective test oracle for
CPS should assess test results using a quantitative �tness measure.
For example, the satellite attitude error signal in Figure 1(a) satis�es
the requirement R4 in Table 1. But, signals in Figures 1(b) and
(c) violate R4 since the error signal does not remain below the
%2 threshold after 2000s. However, the failure in Figure 1(c) is
more severe than that in Figure 1(b) since the former deviates
from the threshold with a larger margin. A quantitative oracle can
di�erentiate between these failures.

O4. Test oracles should be able to handle uncertainties in CPS
function models. We consider two main recurring and common
sources of uncertainties in CPS [31, 37]: (1) Uncertainty due to
unknown hardware choices which results in model parameters
whose values are only known approximately at early design stages.
For example, in SatEx, there are uncertainties in the type of the
magnetometer and in the accuracy of the sun sensors mounted on
the satellite (see Table 3). (2) Uncertainty due to the noise in the
inputs received from the environment, particularly in the sensor
readings. This is typically captured by white noise signals applied to
the model inputs (e.g., Table 3 shows the signal-to-noise (S2N) ratios
for the magnetometer and sun sensor inputs of SatEx). Oracles for
CPS models should be able to assess outputs of models that contain
parameters with uncertain values and signal inputs with noises.
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an online oracle, engineers can stop model simulations as soon as
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computationally expensive because they have to capture physical
systems and processes using high-�delity mathematical models
with continuous behaviors. Further, CPS models have to be exe-
cuted for a large number of test cases. Also, due to the reactive
and dynamic nature of CPS models, individual test executions (i.e.,
simulations) have to run for long durations to exercise interactions
between the system and the environment over time. For example,
to simulate the satellite behavior for 24h (i.e., 86 400s), the SatEx
model has to be executed for 84 minutes (~1.5 hours) on 12-core
Intel Core i7 3.20GHz 32GB of RAM. Further, the 24h-length simu-
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test execution time and to increase the number of executed test
cases within a given test budget time.
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functions over time. Signals are classi�ed based on their time-
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The type of input and output signals depends on the modeling
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tomata [45] used to specify discrete-event systems generate discrete
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partition into “pass" and “fail", however, falls short of the practical
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nuanced way to identify among all the passing test cases, those that
are more acceptable, and among all the failing test cases, those that
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whose values are only known approximately at early design stages.
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Table 1: Requirements for the satellite control system (SatEx) developed by LuxSpace.
ID Requirement Restricted Signal First-Order logic formula*
R1 The angular velocity of the satellite shall always be lower than 1.5m/s . 8t 2 [0, 86 400) : k Æwsat (t)k < 1.5

R2 The estimated attitude of the satellite shall be always equal to 1. 8t 2 [0, 86 400) : k Æqest imate (t)k = 1

R3 The maximum reaction torque must be equal to 0.015Nm. 8t 2 [0, 86 400) : k Ætrq(t)k  0.015

R4 The satellite attitude shall reach close to its target value within 2 000 sec (with
a deviation not more than 2 degrees) and remain close to its target value.

8t 2 [2 000, 86 400) : k Æqr eal (t) � Æqtar�et (t)k  2

R5 The satellite target attitude shall not change abruptly: for every t , the di�erence
between the current target attitude and the one at two seconds later shall not
be more than � °.

8t 2 [0, 86 400) : k Æqtar�et (t) � Æqtar�et (t + 2)k  2 ⇥ sin(�2 )

R6 The satellite shall reach close to its desired attitude (with a deviation not more
than %2) 2000 sec after it enters its normal mode (i.e., sm(t) = 1) and it has
stayed in that mode for at least 1 sec.

8t 2 [0, 86 400) : (sm(t) = 0 ^ (8t1 2 (t , t + 1] : sm(t1) = 1) !
kÆqr eal (t + 2000) � Æqest imate (t + 2000)k  0.02)

* The notation Æa indicates that a is a vector; k Æa k indicates the norm of the vector.

Table 2: Signals variables of the SatExmodel.
Var. Description Var. Description
sm Satellite mode status. Ætrq Satellite torque.

Æwsat Satellite angular velocity. Æqreal Current satellite attitude.

Æqestimate Estimated satellite attitude. Æqtarget Target satellite attitude.

(a) R4 holds 

time

(b) R4 fails (low severity)  

%2

2000 s

(c) R4 fails (high severity)

time

%2

2000 s
time

%2

2000 s

��qreal(t) � �qtarget(t)�

%3

%20

Figure 1: Three simulation outputs of our SatEx case study
model indicating the error signal kÆqreal(t)�Æqtarget(t)k. The sig-
nal in (a) passes R4 in Table 1, but those in (b) and (c) violate
R4 with low and high severity, respectively.

O1. Test oracles should check outputs in an online mode. An online
oracle (a.k.a as a monitor in the literature [23]) checks output sig-
nals as they are generated by the model under test. Provided with
an online oracle, engineers can stop model simulations as soon as
failures are identi�ed. Note that CPS Simulink models are often
computationally expensive because they have to capture physical
systems and processes using high-�delity mathematical models
with continuous behaviors. Further, CPS models have to be exe-
cuted for a large number of test cases. Also, due to the reactive
and dynamic nature of CPS models, individual test executions (i.e.,
simulations) have to run for long durations to exercise interactions
between the system and the environment over time. For example,
to simulate the satellite behavior for 24h (i.e., 86 400s), the SatEx
model has to be executed for 84 minutes (~1.5 hours) on 12-core
Intel Core i7 3.20GHz 32GB of RAM. Further, the 24h-length simu-
lation of SatEx has to be (re)run for tens or hundreds of test cases.
Therefore, online test oracles are instrumental to reduce the total
test execution time and to increase the number of executed test
cases within a given test budget time.

O2. Test oracles should be able to evaluate time and magnitude-
continuous signals. CPS model inputs and outputs are signals, i.e.,
functions over time. Signals are classi�ed based on their time-
domain into time-discrete and time-continuous, and based on their
value-range into magnitude-discrete and magnitude-continuous.

The type of input and output signals depends on the modeling
formalisms. For example, di�erential equations [58] often used in
physical modeling yield continuous signals, while �nite state au-
tomata [45] used to specify discrete-event systems generate discrete
signals. Figure 1 shows three magnitude- and time-continuous sig-
nal outputs of SatEx indicating the error in the satellite attitude,
i.e., the di�erence between the real and the target satellite atti-
tudes (k Æqr eal (t)� Æqtar�et (t)k). An e�ective CPS testing framework
should be able to handle the input and output signals of di�erent
CPS formalisms including the most generic and expressive signal
type, i.e., time-continuous and magnitude-continuous. Such testing
frameworks are then able to handle any discrete signal as well.

O3. Test oracles for CPS should provide a quantitative measure of
the degree of satisfaction or violation of a requirement. Test oracles
typically classify test results as failing and passing. The boolean
partition into “pass" and “fail", however, falls short of the practical
needs. For CPS, test oracles should assess test results in a more
nuanced way to identify among all the passing test cases, those that
are more acceptable, and among all the failing test cases, those that
reveal more severe failures. Therefore, an e�ective test oracle for
CPS should assess test results using a quantitative �tness measure.
For example, the satellite attitude error signal in Figure 1(a) satis�es
the requirement R4 in Table 1. But, signals in Figures 1(b) and
(c) violate R4 since the error signal does not remain below the
%2 threshold after 2000s. However, the failure in Figure 1(c) is
more severe than that in Figure 1(b) since the former deviates
from the threshold with a larger margin. A quantitative oracle can
di�erentiate between these failures.

O4. Test oracles should be able to handle uncertainties in CPS
function models. We consider two main recurring and common
sources of uncertainties in CPS [31, 37]: (1) Uncertainty due to
unknown hardware choices which results in model parameters
whose values are only known approximately at early design stages.
For example, in SatEx, there are uncertainties in the type of the
magnetometer and in the accuracy of the sun sensors mounted on
the satellite (see Table 3). (2) Uncertainty due to the noise in the
inputs received from the environment, particularly in the sensor
readings. This is typically captured by white noise signals applied to
the model inputs (e.g., Table 3 shows the signal-to-noise (S2N) ratios
for the magnetometer and sun sensor inputs of SatEx). Oracles for
CPS models should be able to assess outputs of models that contain
parameters with uncertain values and signal inputs with noises.
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Table 4: Translating the SFFO formulae into Simulink Oracles.

Rule Rule1 Rule2 Rule3 Rule4 Rule5

Formula t n t ± n f (t � n) h(�1, �2)/g(�)

Simulink
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Figure 5: Plots reporting (a) the size of the RFOL formulas,
(b) the number of blocks and connections of the oracle mod-
els and (c) the time took SOCRaTEs to generate the oracles.

Study Subjects.We evaluate our approach using eleven case stud-
ies listed in Table 5. We received the case studies from two industry
partners: LuxSpace, a satellite system developer, and QRA Corp, a
veri�cation tool vendor to the aerospace, automotive and defense
sectors. Each case study includes a Simulink model and a set of
functional requirements in natural language that must be satis�ed
by the model. Two of our case studies, i.e., SatEx from LuxSpace and
Autopilot from QRA Corp, are large-scale industrial models and
respectively represent full behaviors of a satellite and an autopi-
lot system and their environment. The other nine models capture
smaller systems or sub-systems of some CPS. Our case studymodels
implement diverse CPS functions and capture complex behaviors
such as non-linear and di�erential equations, continuous behaviors
and uncertainty. SatEx and Autopilot are continuous models. SatEx
further has inputs with noise and some parameters with uncertain
values. Table 5 also reports the number of blocks (#Blocks) of the
Simulink models and the number of requirements (#Reqs) in our
case studies. In total, our case studies include 98 requirements.

RQ1 (RFOL expressiveness). To answer this question, we manually
formulated the 98 functional requirements in our case studies into
the RFOL language. All of the 98 functional requirements of our
eleven study subjects were expressible in RFOL without any need
to alter or restrict the requirements descriptions. Further, all the
syntactic constructs of RFOL described in Section 3.2 were needed
to express the requirements in our study.

The answer to RQ1 is that RFOL is su�ciently expressive to
capture all the 98 CPS requirements of our industrial case studies.
RQ2 (Usefulness of the translation). Recall that engineers need to

write requirements in RFOL before they can translate them into

Simulink. To answer this question, we report the size of RFOL for-
mulas used as input to our approach, the time it takes to generate
online Simulink oracles and the size of the generated Simulink ora-
cles. We measure the size of RFOL requirements as the sum of the
number of quanti�ers, and arithmetic and logical operators, and
the size of Simulink oracles as their number of blocks and connec-
tions. Figure 5(a) shows the size of RFOL formulas (|�|) for our case
study requirements, and Figure 5(b) shows the number of blocks
(#Blocks) and connections (#Connections) of the oracle Simulink
models that are automatically generated by our approach. In addi-
tion, Figure 5(c) shows the time taken by our approach to generate
oracle models from RFOL formulas. The total number of blocks
necessary to encode all the requirements for each case study is
reported in Table 5. As shown in Figure 5, it took on average 1.6ms
to automatically generate oracle models with an average number of
64.2 blocks and 72.6 connections for our 98 case study requirements.
Further, the average size of RFOL formulas is 19.2, showing that
the pre-requisite e�ort to write the input RFOL formulas for our
approach is not high. The di�erence in size between RFOL formu-
las and their corresponding Simulink models is mostly due to the
former being particularly suitable for expressing declarative prop-
erties, such as logical properties with several nested quanti�ers.
Given this property, and in addition the fact that veri�cation and
test engineers are not always very familiar with Simulink — a tool
dedicated to control engineers, we expect signi�cant bene�ts from
translating RFOL into Simulink.

The answer to RQ2 is that, for our industrial case studies, the
translation into Simulink models is practical as the time required
to generate the oracles is acceptable. It takes on average 1.6ms
for SOCRaTeS to generate oracle models, and the average size of
the input RFOL formulas is 19.2, showing that the pre-requisite
e�ort of our approach is manageable.
RQ3 (Impact on the execution time). Online oracles can save time

by stopping test executions before their completion when they
�nd a failure. However, by combining a modelM and a test oracle
(i.e., generating M + M� ), the model size increases, and so does
its execution time. Hence, in RQ3, we compare the time saved by
online oracles versus the time overhead of running the oracles
together with the models. For this question, we focus on our two
large industrial models, SatEx and Autopilot, since they have long
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• we can stop simulations when the result is below a threshold  
after the simulation time exceeds a given value
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Implementation

https://github.com/SNTSVV/SOCRaTEs
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Evaluation
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Research Questions

• RQ1: Is our requirements language (RFOL) able to capture CPS 
requirements in industrial settings?  

• RQ2: Is the use of RFOL and our proposed translation into 
Simulink models likely to be practical and beneficial?  

• RQ3: Is a significant amount of execution time saved when 
using online test oracles, as compared to offline checking? 

29



Research Questions

• RQ1: Is our requirements language (RFOL) able to capture CPS 
requirements in industrial settings? 
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RQ1: Requirements Language
• 11 case studies from 2 industry partners  

• LuxSpace a satellite company  

• QRACorp a verification tool vendor 

• 98 requirements 
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RQ1: Requirements Language
• 11 case studies from 2 industry partners  

• LuxSpace a satellite company  

• QRACorp a verification tool vendor 

• 98 requirements 
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RFOL is sufficiently expressive to capture  
all the 98 requirements



Research Questions

• RQ2: Is the use of RFOL and our proposed translation into 
Simulink models likely to be practical and beneficial? 
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RQ2: Translation to Simulink

• We automatically generated oracles for the 98 requirements 

• We measured  

• The size of RFOL formulas  

• The time to generate Simulink oracles  

• The size of the Simulink oracles 
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The translation into Simulink models is practical:   
the time to generate the oracles is acceptable  



Research Questions

• RQ3: Is a significant amount of execution time saved when 
using online test oracles, as compared to offline checking? 
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• We considered two industrial models SatEx and Autopilot 

• We run  

• The models without oracles  

• The models with oracles and enable early-stopping when a property 
is violated 

• The models with oracles and do not stop the simulation 

• We considered uncertain parameters

RQ3: Online Test Oracles
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RQ3: Online Test Oracles
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For compute-intensive industrial models,  
our oracles introduce very little time overhead (6%)  

but   
save a great deal of time when they identify failures (96%)

RQ3: Online Test Oracles
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Conclusions

• SOCRaTes: an approach to generate online test oracles 

• A new logic to express CPS requirements and its semantics  

• A procedure to automatically generate test oracles 

• A procedure to evaluate oracles
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Chapter 2: 

Evaluating Model Testing and Model 
Checking for Finding Requirements 

Violations in Simulink Models 

4040
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Model Checking vs Model Testing
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Goal
PHASE 2:  
Analysis

Model Requirements
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Model checking Model testing



Contributions

• We provided a categorisation of CPS model types 

• We compared model checking and model testing 

• We discuss lessons learned
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CPS Models
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• 11 Models 

• Open-loop vs Feedback-loop 

• State-machines 

• Continuous-Dynamics - Dynamical-Systems 

• Non-linear dynamics 

• ML



CPS Models
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Model Type Atomic blocks

Autopilot
Feedback-loop, continuous 
controller, non-linear, non-

algebraic, matrix operations  
1549

Neural Network Open-loop, machine learning  704

Two Tanks
Feedback-loop, sate machine, 

non-linear (switches)  498

… … …



Model Checking

• QVTrace from QRA Corp, 
Canada 

• SMT-based model checker 
for Simulink, Z3, 
Mathematica

46

https://qracorp.com/qvtrace/



QVTrace 

47

2.4.Accessing QVtrace: 

Once the QVtrace server is running, QVtrace will be accessed through a web browser with 
the address: http://localhost:2999 

If accessing the QVtrace server on a networked computer then use the address: 
http://[server_name]:2999. 

QVtrace has been fully tested to be accessed with the Google Chrome web browser. 
Although other browsers may render QVtrace appropriately, these have not been fully 

tested and their performance is not well known. We recommend you use the Google 
Chrome browser for QVtrace. 

3. Using QVtrace 

3.1.Understanding the QVtrace user interface 

QVtrace has been designed to optimize the workflow for model-based design analysis. The 
interface has three main sections as shown in the image below and described in detail on 

the next page.  

QVtrace User Manual v0.11.7 qracorp.com �  of �4 21

1

2

3

3.5.3.Analyzing the model  

Once the model and constraints have been entered into QVtrace, you are ready to do 

analysis. QVtrace will rigorously verify if the model and the stated constraints are 
consistent, and show if and when these are not. 

To Start/Stop the analysis press on the Play button on the QVtrace toolbar. 

Analysis in QVtrace can be approached in two ways:  
a) By formally translating sets of requirements specifications and verifying the model 

meets these, or  

b) As an interactive querying process where the domain expert iteratively queries the 
model for expected behaviour as the system components are modelled.  

Analysis will always be done on all constraints present in the Constraints Window and can 
be run from any subsystem in the model. It is important to note that the analysis will always 

check the entire model against all constraints present, and not just the subsystem being 
shown in the Design Navigation Window.  

When running analysis, the constraints will first be verified to ensure these are consistent 
with the QCT language syntax (see Section 5 for a guide to the QCT language syntax). For 

example writing “param_1 == 5” where param_1 is a boolean variable will return an error 
message stating that the constraint is inappropriately written, and no analysis will be run 

on the model.  

4. Interpreting QVtrace Analysis Results 

4.1.Possible analysis results 

No violations exist: This implies that the model is 
consistent with the stated constraints for all possible 
input values, and at all times. As shown in the left image, 

the Results tab will turn green when no violations exist. 

No violations exist up to a maximum time (k_max): This 
implies that the model has been proven to be consistent 

with the constraints within the implicit temporal logic of 
the system. However, there is no guarantee that at some greater time step a violation may 
occur. In these cases, the results tab turns blue, and absolute time references may be 

required to assess the validity of results over larger timeframes. This is accomplished by 
including an explicit time reference {t} to the parameters present in the constraints. 

Violations found: This states that inconsistencies 
between the constraints and the model have been found 
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Model Testing 
(Falsification-based Testing)

• Uses meta-heuristic search 

• Search guidance: fitness functions estimating how far a 
candidate test is from violating a requirement  

• Search heuristics: random, hill climbing, simulated 
annealing, genetic algorithm, etc.  

Search-based automated testing of continuous controllers: Framework, tool support, and case studies  
Reza Matinnejad, Shiva Nejati, Lionel C. Briand, Thomas Bruckmann, and Claude Poull 
Information & Software Technology, 2015
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High Level Comparison
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Model checking Model testing

White-box: statically analyses 
the model structure

Black-box: dynamically 
execute model outputs

Not always applicable to some 
model constructs (Autopilot) Versatile

Typically deterministic Randomized



Results — Fault Finding
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Testing Model Checking

Reqs Violations Proven Violations

92 40 41 23

• MT and MC together could show that 41 requirements are correct and 40 
requirements are violated  
• Only 11 requirements remain inconclusive
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500s0 400s300s200s100s

BMC can analyse 
up to 500 steps (50s)



Results — Fault Finding
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500s0 400s300s200s100s

BMC can analyse 
up to 500 steps (50s)

Testing found errors after 2000 steps



Results — Time
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Model Testing Model Checking

Violations Proven Violations Inconclusive

5.8 min  
MAX = 18.5min, 

MIN=3min

0.6s 
MAX=1.9s 
MIN=0.06s 

2.2s 
MAX=10.1s  
MIN=0.12s 

15min to several 
hours 



Lessons Learned

• L1: Model checking fails to analyse some CPS models 
(Autopilot) 

• This is a major obstacle in adoption of QVTrace by CPS 
suppliers as confirmed by QRA
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Lessons Learned

• L2: Model checking is less effective than model testing in 
finding requirements failures 

• Model checking found 23 requirements violations  

• Model testing found 40 requirements violations
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Lessons Learned

• L3: Model checking executes considerably faster than Model 
testing when it can prove or violate requirements 

• Model checking was able to prove 41 requirements and find 
violations in 23 requirements within a few seconds
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Conclusions

• Model checking can currently handle small (and simple) CPS 
models but is still not ready to tackle complex CPS models 
common in industry 

• Model checking and model testing are complementary and 
can be combined
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Chapter 3: 

Approximation-Refinement Testing of 
Compute-Intensive Cyber-Physical Models:  

An Approach Based on System 
Identification

5757

Claudio Menghi, Shiva Nejati, Lionel C. Briand, Yago Isasi Parache 
2020
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Goal

PHASE 2:  
Analysis

Model

Requirements 
Check

• As previously discussed testing is the only framework that can potentially help 
with CI-CPS models.

• Automatically generate test inputs that show requirement violations

58
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Objective

• The test input procedure should generate faulty inputs for 

• Simulink models that are compute-intensive  

• For example, a single simulation of the satellite behavior 
required 1.5 h 
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Our Solution 
ARIsTEO  

AppRoxImation-based  
TEst generatiOn
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System  
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Approximation

• Given a set of input data U and output data Y  

• system identification attempts to learn  such that, to 
some degree of accuracy, Y= (U) 

• The developers have to anticipate a configuration for  
(model structure and parameters)

M̂
M̂

M̂
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Approximation
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Approximation

65
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Approximation
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Approximation

65



Approximation
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Approximation
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Refinement

• Change the configuration 

• Use the new data to improve the surrogate model
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Evaluation
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Main problem
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• Simulink models that are compute-intensive  

• A single simulation of the satellite behavior required 1.5 h 

• Running experiments on CI-CPS would require 50 years 



non-CI-CPS models
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Model Description

RHB(1) Controls the transfer of heaters among adjacent rooms to 
maintain the temperature of the rooms within a desired range 

RHB(2)

AT Controls the car speed and the engine rpm 

AFC Controls the air-fuel flow within an engine and aims at 
maintaining the  air-fuel  ratio close to a reference value 

IGC Controls the regulation of the concentration of glucose and insulin 
in the blood of a diabetic on day-to-day basis 



RQ1 - Configuration  

• RQ1. Which are the optimal (most effective and efficient) SI 
configurations for ARIsTEO?  

• Which of the optimal configurations can be used in the rest of 
our experiments?  
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RQ1 - Configuration  
• The number of possible configurations is infinite 

• 5 parameterisations for each of the 7 model structures               
(35 configurations) 

• 5 non-CI-CPS models 

• Run each experiment 100 times 

• Running the experiments required 99 days (reduced to 15 days)
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RQ1 - Configuration  
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RQ2 and RQ3 - Effectiveness and 
Efficiency

• RQ2. How effective is ARISTEO in generating tests that reveal 
requirements violations? 

• RQ3. How efficient is ARISTEO in generating tests revealing 
requirements violations?
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RQ2 and RQ3 - Effectiveness and 
Efficiency 

• We need to compare it with something.. 

• The baseline algorithm S-Taliro 

• We need to use non-CI-CPS models
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RQ2 and RQ3 - Effectiveness and 
Efficiency 

• Execution time: Experiments will favour the S-Taliro 

•  ARISTEO is not designed for non-CI-CPS 

• Number of iterations: Experiments will favour ARISTEO 

•  One iteration of ARISTEO takes more time than one 
iteration of S-Taliro
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RQ2 and RQ3 - Effectiveness and 
Efficiency 

• We run ARISTEO and S-Taliro once on a CI-CPS model and 
learn the relation between the number of iterations and the 
execution time

• We run our experiments on non-CI-CPS models 

• We use these equations to obtain the results that would be 
obtained on CI-CPS models
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RQ2 and RQ3 - Effectiveness and 
Efficiency 
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RQ2 and RQ3 - Effectiveness and 
Efficiency 
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RQ2: On average, over the five models, ARIsTEO 
detects 23.9% more requirements violations         

than S-Taliro (min=-8%, max=95%).  

ARISTEO S-Taliro



RQ2 and RQ3 - Effectiveness and 
Efficiency 
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RQ2 and RQ3 - Effectiveness and 
Efficiency 
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RQ3: ARIsTEO is on average 31.3% (min=−1.6%, max=85.2%) 
more efficient than S-Taliro.  



RQ4 - Practical Usefulness 

• RQ4. How applicable and useful is ARIsTEO in generating 
tests revealing requirements violations for industrial CI-CPS 
models? 
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RQ4 - Practical Usefulness 
• We considered  

• 3 requirements (SatReq, SatReq1 and SatReq2) that, if violated, 
indicate increasingly critical violations 

• 2 input profiles (IP, IP’) 

• We run ARISTEO and check whether it revealed requirement violations 

• if ARISTEO found a violation, we gave the same time budget to S-
Taliro
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RQ4 - Practical Usefulness 
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RQ4 - Practical Usefulness 
• ARISTEO found a violation for every requirement and input 

profile combination in 1 iteration (~4h)
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RQ4: ARIsTEO efficiently detected requirement violations - in 
practical time - that S-Taliro could not find, on an industrial 

CI-CPS model



Conclusion
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Workflow
• The interaction was performed to  

• understand, define and analyse problem(s) 

• define and evaluate solutions 

• We had weekly meetings  

(Physical meetings with LuxSpace remote meetings for QRA)
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Conclusions
• Evaluated techniques that enables automated verification of 

CPS

• Identified limitations and strengths of these techniques

• Proposed new techniques that can effectively and efficiently 
support developers in the analysis of CI-CPS

• Proposed new automated verification techniques that enable 
transition from theory to practice
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